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Why this presentation
● I had to setup an RPKI Beacon, but I’m not an RPKI expert

● I need your opinion – does what I did make sense

● I need your brains – how to best measure ROV?

● I want the beacon to be usable (available) for you too!

● We could also use some additional IPv4 resources 😁



Genesis
● I do DNS measurements (with RIPE Atlas mostly)

● Job Snijders offered to use his
RPKI Beacon during IMC2019
in Amsterdam 🙏💖

● Started measuring the uptake
Of Route Origin Validation
since Januari 2020

● Job’s beacon EOL in Oct. 2020





Re-evaluate setup - before
● Invalid IPv4 /24 & IPv6 /48 + /24 & /48 valids for reference

✔ If endpoint validates → invalid = unreachable
✗ If any hop in between validates → invalid = unreachable
✗ Validating hop may be in return path
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● Invalid IPv4 /24 & IPv6 /48 + /24 & /48 valids for reference

✔ If endpoint validates → invalid = unreachable
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✗ Is this a realistic route hijack?
✗ Unreachable detection based on timeout



Re-evaluate setup - new setup
● Valid /23 (IPv4) and /47 (IPv6) and Invalid /24 and /48

more specific announcements from elsewhere

✔More realistic route hijack?

✔Don’t have to wait for timeouts!
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Re-evaluate setup - new setup



Apps
● CMDNS:

Moved 👍

● Resolver test:
Very fast! 👍

● RPKI NCC
Web test:
Ont it’s way  👍
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Measure services
Should they?

@ Anything else?



Why - questions & feedback
● I need your opinion – does what I did make sense?

● I need your brains – how to best measure ROV?

● I want the beacon to be usable (available) for you too!
– what tool do you want/need?

● We could also use some additional IPv4 resources 😁
– Collaborate?


